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Abstract—The unique behavioral attributes and physiological
traits of end-users significantly contribute to the reliability of
biometric authentication systems to authenticate or deny access
to protected data. The difficulty in duplicating biometric features
also protects these authentication systems from intruders. An
electroencephalogram (EEG) is a test that measures the electrical
activity on the brain surface. Every person’s EEG signals
are unique. While EEG-based biometric authentication systems
perform even better than other biometric authentication systems
like fingerprint and iris recognition, they remain unreliable and
often deliver false negative results during authentication. These
unreliable decisions have two causes: changes in the mental state
of the end-user trying to use the authentication feature and
imbalanced training datasets for the Machine Learning (ML)
models used in EEG-based biometric authentication. This paper
details guidelines to produce training datasets that offset the data
imbalance and improve the reliability of EEG-based biometric
authentication.EEG signals; biometric authentication; machine
learning

Index Terms—EEG signals, biometric authentication, machine
learning, data imbalance

I. INTRODUCTION

This research addresses the reliability issues of EEG-based
authentication systems which limit scalability and applica-
tion. Biometric authentication systems offer the most data
security. They are employed in industries like travel and
migration control, law enforcement, medical records, and the
military [1]. Current EEG datasets for training ML models
for authentication decision-making have high variance levels.
Popular ML models for EEG datasets include Support Vector
Machine (SVM), Recurrent Neural Networks (RNNs), and
Multilayer Perceptron (MLP) deep learning models to analyze
the data, train the models, and identify variance levels [2].
These imbalanced datasets significantly reduce the recognition
accuracy of EEG-based biometric authentication systems and
make them impractical for large-scale use in banking, airport
security, and military data centers. Producing and analyzing an
EEG dataset that performs better than current training datasets
would help improve the performance of ML models and
consequently minimize false negative authentication decisions.
In this context, a False Negative decision denies access to
an authorized user. The first objective of this research is to
improve the accuracy of EEG signal classifiers for better
reliability and consequently better data security. The second
objective is to produce training datasets that perform better
than publicly available EEG datasets for training EEG-based

ML models. This study is important because of the practical
need to make EEG-based authentication more reliable as it is
a highly secure authentication method. The main contributions
of this paper are:

e The production of a UNF-EEG dataset with a new
technique for data pre-processing.

o Comparison of EEG datasets that show better recognition
accuracy and lower variance in the UNF-EEG. The im-
balance of a training dataset determines the recognition
accuracy of ML models used for EEG-based biometric
authentication.

II. BACKGROUND

Authentication is verifying the identity and permissions
of a user or entity before enabling access to resources or
systems. In computing, authentication is crucial to access
management, data security, and resource allocation [3]]. Bio-
metric authentication is regarded as the most secure user
authentication method due to its unique behavioral attributes
and physiological traits that are difficult to replicate [4].
Behavioral attributes include typing patterns and gait while
iris data and fingerprint information are examples of phys-
iological attributes. Also, biometric authentication is secure
because user biometric credentials cannot be lost or forgotten
compared to passwords or access cards [5]. Fingerprint, facial
recognition, iris, and voice recognition are the most popular
biometric authentication methods. Biometric authentication
occurs in two stages: enrollment and verification. During
enrollment, a biometric scanner records a user’s behavioral or
physical attributes for which feature extraction algorithms are
used to produce a biometric modality [6]]. During verification,
a matcher module compares the biometric modality of a
registered user with an encrypted biometric submission. The
similarity of both submissions determines whether access is
granted or denied. In addition to better data security and
recognition accuracy, biometric authentication is more user-
friendly than traditional authentication methods like passwords
and PINs since it passively acquires a user’s biometric data
during the enrollment and verification stages. Users do not
need to remember the answer to a security question or provide
a complex account password.

Electroencephalogram (EEG) records the brain’s electrical
activities caused by synaptic activations of the brain’s neu-
rons. EEGs are unique to every individual [[7]. EEG-based



authentication records EEG signals while a user performs a
task, pre-processes the signal data to enhance their quality,
and uses deep learning to train a machine learning model to
perform authentication. In EEG-based biometric authentica-
tion, a brain-computer interface (BCI) creates a path between
a brain and a computer to decode brain wave patterns, human
intentions, and mental states [8|]. EEG-based authentication
is applied to multimodal authentication systems that extract
more than one biometric feature, BCIs that form a direct path
between a human brain and a computer, and cryptographic key
generation [9]. Extensive research proves that EEG biometric
signals are more resistant to security breaches like spoof
attacks and biometric feature duplication compared to other
biometric authentication methods [9]. Unlike fingerprint or
iris recognition systems, EEG data is inaccessible to attackers
and practically immune to replication [9]]. In addition, EEG
biometrics is resistant to force situations where an attacker
pressurizes a user to approve authentication so the attacker can
gain unauthorized access. EEGs rely on emotional state and
EEG biometric authentication systems will deny access upon
changes to the normal brain waves’ pattern [9]]. To compare, an
attacker could access other biometric authentication systems
by threatening the user. EEG-based biometric authentication
is mainly applied in the medical field to safeguard access to
medical records. While brain-computer interface devices like
EMOTIV System and NeuroSky have become portable and
commercial [10], [11]], these devices still pose security risks
[12].

Successful EEG-based authentication relies on the user’s
cognitive ability and mental state. High-stress situations sig-
nificantly impact recognition accuracy. Studies show that
EEG signals may not be stable enough to scale EEG-based
authentication applications beyond the medical field [13]].
Available EEG datasets show a wide variation in recognition
accuracy even though most of EEG datasets often have small
participant sizes. Aznan et al. proved that using synthetic
EEG data could improve the convergence speed of machine
learning models [|14] and Piplani et al. improved the security
of EEG-based authentication by adding adversarial data to
their training datasets [15]]. This study addresses the variability
issue, provides a clean dataset for future research, and creates
a guideline for scaling EEG-based authentication to achieve
improved user buy-in.

III. OBJECTIVES

The instability of EEG signals poses a reliability issue for
the verification stage of the authentication process. Reliability
is one reason why EEG-based authentication systems are
currently limited to the medical field [9]]. A user’s mental state
varies each time they use an authentication system and current
EEG datasets only contain raw, unfiltered EEG signals. This
data is used to train Machine Learning (ML) models like SVM,
RNNs, and MLP to either grant or deny access to protected
data and systems [14]. Consequently, the high variance in
EEG datasets for training ML models negatively affects the
recognition accuracy of this authentication method. Scalability

is another application issue because EEG-based authentication
systems require complex and non-user-friendly technology [7].
The tools necessary for this authentication method are expen-
sive and difficult for the average user to use. This research
explores affordable and portable alternatives that improve the
user-friendly rating of EEG-based authentication systems. This
paper addresses the following research questions:

1) How do we improve the accuracy of EEG signal clas-
sifiers for better reliability and consequently better data
security?

2) Can a produced training dataset perform better than
publicly available EEG datasets for training EEG-based
ML models?

IV. METHODS

I will answer the first research question by imitating credible
pre-processing techniques adopted in neuroscience research.
Notch filters and MNE-Python are the main tools to generate a
noiseless and evenly distributed training dataset. By producing
a UNF-EEG dataset, I will filter it correctly and compare its
variance levels with current training datasets. These results will
determine the best way to pre-process noiseless datasets for
EEG data. The second research question requires a thorough
experiment to compare the performance levels of a produced
UNF-EEG dataset with the publicly sourced datasets intro-
duced in the next section. Thus, I will experiment to create an
EEG dataset to answer this question.

V. DATA

In this section, the data acquisition process is clearly defined
and justified. Then, detailed information on the data analysis
was presented.

A. Data Acquisition

For this experiment, I will collect three datasets and pro-
duce one dataset. The goal is to compare the results of the
procured dataset with common EEG datasets available online
to minimize bias and demonstrate repeatability. I will collect
the following three datasets for this experiment:

1) An established EEG database was recorded via a Neu-
roscan EEG/ERP on a dedicated recording PC [16]]. This
database, curated by Ouyand et al., can be accessed here.

2) A public download of raw EEG signals from previ-
ous research studies published on the credible Human
Electrophysiology, Anatomic Data, and Integrated Tools
(HeadIT) resource software.

3) A Harvard University EEG Motor Movement/Imagery
signals |dataset.

I will also produce a UNF-EEG dataset by sharing an
interest survey for 80 University of North Florida (UNF)
community participants. The volunteering participants will get
no tangible reward. Data acquisition will occur in the Virtual
Learning Center (VLC) on the third floor of the University
of North Florida’s library. The VLC is well-lit and equipped
with computers and virtual reality headsets. I will incorporate
NeuroSky’s NeuroView specialization software accessible via


http://iiphci.ahu.edu.cn/tomultitaskeeg
https://headit.ucsd.edu/
https://dataverse.harvard.edu/dataset.xhtml?persistentId=doi:10.7910/DVN/27306

NeuroSky Research Tools| into the library’s VR headsets.
Researchers can use NeuroView to view and record EEG
signals in a Comma-Separate-Values (CSV) file. I will record
the electric pulses of the participants as their brains react to
different stimuli during five tasks:

e Task 1 - Reading a paragraph excerpt from Hamlet.

o Task 2 — Mental multiplication calculations. For example,
56 multiplied by 16 while maintaining physical stillness.

o Task 3 - Signing into a UNF myWings account.

o Task 4 - Signing into a UNF myWings account after a
sudden jump scare (to mimic an abnormal mental state).

o Task 5 — Participants in a relaxed posture, allowing their
minds to rest without wandering thoughts. This task will

serve as the baseline.

Tasks 1-3 occur in the mental state with physical or imag-
inary body movements. Task 4 introduces external stimuli
to disrupt the participant’s normal mental state. It mimics
a scenario where an attacker uses coercion to convince an
authorized user to grant them access to a protected system.
Task 5 is a resting state. After the experiment, I will export
the CSV file to an Excel spreadsheet.

B. Data Analysis

The Ouyand, HeadIT, Harvard, and UNF-EEG datasets
will be preprocessed using MNE-Python and notch filters
to remove noise and reveal true EEG signals. This process
mimics the methodological EEG-preprocessing guidelines for
neuroscience research as seen here. Then, I will calculate and
compare the F1 score of each dataset. F1 score is the harmonic
mean of the precision and recall of a classification model.
1.0 is a perfect F1 score which indicates perfect precision
and recall. 0 is the lowest possible score. Precision is the
proportion of positive predictions that are positive. Recall
is the proportion of True Positive (TP) occurrences where
positive predictions are correctly identified. These evaluation
metrics account for the inaccurate categorization of minority
class predictions in imbalanced datasets. The equations are
shown here:

) B TP+ TN 0
Y = TP Y TN + FP+ FN
TP
Precision = —— 2
TEectsion TP + FP ( )
TP
Recall = ———— 3)

FP+ FN

2 X Precision x Recall
F18 = 4
core Precision + Recall @

Where TP denotes True Positive, TN is True Negative, FP
is False Positive, and FN is False Negative.

The UNF-EEG dataset would achieve a predicted F1 score
that is 10% better than the other 3 datasets due to improved
data acquisition technology like the NeuroView software and
the novel pre-processing technique. Subsequently, I will use
the supervised Support Vector Machine (SVM) machine learn-
ing model, the Recurrent Neural Networks (RNNs), and the
Multilayer Perceptron (MLP) deep learning model to analyze
the data, train the models, and identify variance levels. RNNs
excel at sequence modeling and show improved results with
added user history inputs [2]. The MLP model uses neuron
layers to classify data correctly. I predict the UNF-EEG dataset
produces a similar variance level as the other 3 publicly
sourced datasets. I also anticipate that the MLP and RNN
models will record a higher recognition accuracy probability
when exposed to only the UNF-EEG training dataset. In
contrast, I predict the SVM performs poorly in EEG signal
classification compared to the other training models.

VI. EXECUTION PLAN

The research aims to determine the best training dataset for
EEG-based authentication systems using SVM, RNNs, and
MLP models to compare the recognition accuracy of four
datasets. The research timeline is 7 months and it will occur
in 6 stages.

e Stage 1 - Data Collection. This involves downloading
the CSV files of the Ouyand, HeadIT, and Harvard
EEG signals datasets as mentioned in the Data Analysis
subsection. This process takes minutes as I will use
computer resources at the UNF library.

e Stage 2 — Recruit Participants. 1 procure the require-
ment to produce the UNF-EEG dataset. I purchase the
NeuroView software and NeuroSky Research Tools for
$499.99 from this |website| [10], [11]. Then, I access the
Qualtrics Survey Tool for free with my UNF account
and create a survey for potential participants. This sur-
vey will include basic inquiries about participants’ UNF
affiliation, gender, knowledge of EEG, and brain-related
medical history. It will also contain a detailed description
of the experiment and ask participants to submit their
UNF email addresses if the experiment interests them.
This stage may take up to 2 months to reach the target
size of 80 participants.

o Stage 3 — Allocate Tasks. Here, 1 contact two research as-
sistants for the experiment. Research Assistant A acclima-
tizes to the procured software while Research Assistant
B drafts a participant survey for the UNF-EEG dataset
acquisition experiment. I reserve the Virtual Learning
Center at the UNF library for multiple sessions to carry
out the experiment to produce the UNF-EEG dataset.
Stage 3 is completed in one month.


https://store.neurosky.com/products/mindset-research-tools
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o Stage 4 — Experiment. Each interested survey respondent

schedules one 45-minute session. Then, they sign a partic-
ipation waiver exempting UNF and all three researchers
from liability. Each participant sits in a chair, wears a
NeuroView-equipped VR headset, and plays a simple
trivia game.
During this activity, Research Assistant A observes the
participant’s demeanor and decision-making. Research
Assistant B employs NeuroSky’s Research Tools to
record EEG signals via the participant’s headset. Simul-
taneously, I direct the participant to perform the 5 tasks
in the subsection. I will be responsible
for scaring the participants with sudden movements and
sounds to surprise them. This disrupts the normal mental
state of each participant, allowing our UNF-EEG dataset
to include a minority class of scenarios where adversaries
use coercion to make users provide unauthorized access
to protected data and systems. After each 45-minute ses-
sion, participants answer a brief questionnaire about their
experience before they leave the VLC. The experiment
stage will be completed within two months.

e Stage 5 — Data Handling. After Stage 4, my Research
Assistants and I will export the UNF-EEG dataset into an
Excel spreadsheet and then encrypt it using AED. Next,
we will perform our data analysis as highlighted in the
subsection. Then, my Research Assistants
and I will thoroughly pre-process and analyze the datasets
before training the SVM, RNN, and MLP learning models
to compare performance levels. This stage may take up
to one month to complete.

o Stage 6 - Present Results. The final stage involves data
visualization, discussion about the experiment and its
results, and an outline for further analysis or future work
in this area. This stage occurs within three weeks.

I will present LaTeX submissions to the industry standard
Association for Computing Machinery (ACM) Journal of
Machine Learning Research and the Institute of Electrical
and Electronics Engineers (IEEE) International Conference on
Neural Engineering| (NER) within 1 year of completing the
research.

A. Ethical Considerations

1) The publicly available datasets protect the identities
of the observed participants. Anyone who accesses the
databases cannot view the identifying information of any
participant.

2) 1 ensure all participants are strangers to all three re-
searchers to prevent affinity bias.

3) T will use the Advanced Encryption Standard (AES)
algorithm to secure the UNF-EEG dataset before ex-
porting it as a CSV file to prevent unauthorized access.
The UNF-EEG dataset will also be password-protected.
This ensures that all three researchers must be present
to provide unique passwords to access the encrypted
dataset. This prevents a scenario where one researcher

covertly accesses the dataset to modify the data or
influence the qualitative results.

4) All participants must demonstrate a detailed under-
standing of the experiment process. This minimizes the
wariness of the research and holds all three researchers
accountable. Participants can recognize if a researcher’s
actions contradict the experiment’s objectives. Conse-
quently, participants may elect to end the session and
make a formal complaint.

VII. EXPECTED RESULTS

The minority class of the UNF-EEG dataset contains in-
stances of unstable EEG signals that should fail authentication.
The majority class refers to EEG data that are acceptable for
authentication by trained ML models. The UNF-EEG dataset’s
preprocessing occurs in 3 stages after the initial MNE-Python
filtering technique highlighted in the subsection.
Firstly, I would use the oversampling model to populate the
dataset. Then, I would generate synthetic data via multi-
variate Gaussian heuristic functions to improve the validity of
synthetic data introduced to the UNF-EEG dataset. This step
maximizes the performance of the oversampling model. Fi-
nally, I will employ Generative Adversarial Networks (GANs)
to achieve class balance for the minority class data distribution.
After the 3-stage data treatment, the UNF-EEG would record
better performance results at recognition accuracy than the
Ouyand, HeadlIT, and Harvard datasets. The chart below shows
the composition for the UNF-EEG dataset after the 3-stage
data processing technique.

UNF-EEG Dataset

mOrignal Dola  w Symihsiic Data  m G Ns Treabment
Fig. 1. Composition of the UNF-EEG dataset

Krishnan et al. determined that oversampling is the most
effective sampling model for creating a balanced dataset
[17]. Oversampling decreases the majority class bias by
bolstering the minority class predictions and increasing
training examples for improved feature classification. As
such, I would apply the oversampling method to the UNF-
EEG dataset in contrast to the Ouyand, HeadIT, and Harvard
EEG University datasets. I expect the UNF-EEG dataset to be
balanced 5% more than the other datasets as the oversampling
method distributes the majority and minority classes more
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evenly. The table and chart below reflect this comparison.

Table I: Performance Comparison of Datasets With The
Oversampling Technique

F1 Score H (1

H Dataset  Accuracy Precision  Recall
UNF-EEG  99.96% 98.03%  100.00%  98.98%
Ouyand 95.30% 96.59% 94.92% 94.99%
HeadIT 95.51% 95.68% 93.49% 93.98%
Harvard 97.46% 94.24% 91.63% 92.48%

Performance Metrics of EEG Datasets
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Fig. 2. Performance Comparison of EEG Datasets

Additionally, Thogarchety and Das proved that genetic
algorithms with heuristic or vector functions provide the best
statistics when measuring the precision, accuracy, recall, and
F1 score of training datasets [18]]. Synthetic data generation
via multivariate Gaussian heuristic functions performs better
than other options at training ML models for biometric authen-
tication [18]]. Heuristic functions provide better synthetic data
points to buffer the original UNF-EEG dataset. This synthetic
data generation technique solves the class imbalance problem
for classification models and mimics real-world data points.
Using Generative Adversarial Networks (GANSs) to generate
highly structured data is an understudied area due to reliability
issues with feature classification [19]. Jia and Zhang developed
a process to enhance the data of minority classes, guarantee
class balance for training datasets, and prevent the reliability
issues of GANs [19]. As such, the final stage of data pre-
processing for the UNF-EEG dataset uses a multi-generator
to learn the data distribution of the minority class and provide
class balance for synthetic data generation.

VIII. CONCLUSION

The experiment in this paper produced a UNF-EEG dataset
and extensively pre-processed it with innovative techniques to
achieve class balance for the minority class. Comparison with
publicly available EEG datasets shows the superiority of the
UNF-EEG dataset for training machine learning models for
EEG-based biometric authentication. The experiment results
show that the UNF-EEG dataset performs better than current

state-of-the-art training datasets. Yet, future research should
focus on real-world applications of the specific combination
of pre-processing techniques utilized in this research in EEG-
based authentication systems.
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