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Motivation & Problem Statement
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» The Random Forest classifier achieved 83% recall on the rogue class and 78% overall
accuracy, outperforming the SVM on all rogue-detection metrics.
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» False positive rate on the legitimate class (=50%) exceeded the 5% target from Zhang et al. [6],
driven by class imbalance and single-device legitimate AP diversity.

5. Extracted features fed into Scikit-learn Random Forest and SVM classifiers with session-stratified train/test

Fig. 1. This visualization illustrates the workflow from hardware capture (Kali Linux/Atheros AR9271) to split.
machine learning classification (Random Forest/SVM). Image generated by Gemini 3 Flash based on author’s

experimental data [4]. Graphic generated by Google Gemini, [March 25, 2026], https://gemini.google.com/ . > Future work should incorporate multi-sensor RSSI fingerprinting, beacon-focused (not

Key Findings probe-response-dominated) captures, and larger datasets with diverse rogue AP hardware to improve
generalization.
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